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NpeanucnoBue
napTHepa u3paHusa

Mb1 Bce Bpems gymMaeM O 6€30IacHOCTH. MbI XOTUM, YTOOBI
HAIIH JIETU XOUIN B 6€30IIACHYIO ITKOJY, )KIJIN B 6€30I1aCHOM
paiione. MbI IOKyIaeM JeTCKUe Kpecja B MalluHbI ¥ HaJleBa-
€M Ha MaJIbIIIel MIeM, KOT/ia OTIYCKAeM MX KaTaThCS Ha Be-
nocurnejie. Mpl UIeM sKOJOTU4ecKy 6e30MacHble POAYKTHI,
CYHTAEM «XUMMIO» OIACHOH U ocTeperaeMcs ee. MbI He cMo-
TpUM OJIM3KO TEJEBU30P, HAJEBAEM IIAIKy, KOIZA XOJIOAHO,
U IIEPEXOJUM YIUILY IO TENEXOAHOMY MEPEXoly — BCE paju
0€e30I1aCHOCTU.

B 06BIYHOII KM3HU 3TO IPOUCXOAUT HA ABTOMATE, HO MBI
YYUMCS TIEPBBIM JI€JIOM OIIpeaeaTh yrposy. lllnem Ha peben-
Ke, KOIJla OH KaTaeTCs Ha BEJOCUIIEe, HY:KEH IIOTOMY, UTO Cy-
IECTBYET yrpo3a ynactb. Ha yune yrposa — 3To aBTOMOOHIIB,
a B palioHe — XYJIUTaHbL

M, xak mOKa3bIBA€T OMBIT, 6€3 IMPEyBEIMYEHUS, BCETO Je-
JIOBEUECTBA, BCAKUH Pa3 N3MEHEHNUE YKJIa/[a JKI3HU, CO3/[aHue
4ero-To HOBOTO, Pa3BUTHE KU3HU IMPUBHOCAT HOBbLIE, paHee
HEN3BECTHBIE YTPO3DL.

Korga-to Hamm o4eHb jganekue MpeAKd HAyYUIUCh JOObI-

BaTb U IIOAJACPKUBATD OrOHb. B xakom-TO cMmbICIE 5TO COo314J10
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Mpeancnosve NnapTHepa nsaaHus

yrposy noxapos. IIpombinienHas peBomonysa HaBCeraa u3Me-
HIUIA Halll MUP, BeJb O1arofaps el MOsBUIOCh BCE TO, YEM MBI
ceffuac nosbayemcs. Ho B To ke BpeMs OHa MOPOAMJIA M HOBbIE
YIpo3bl — aBapuM U TPABMATH3M Ha IPOM3BOJICTBE, TEXHOTEH-
Hbl€ KaTacTPOQBbl, 3arPA3HEHUE OKPYKAIONEH cpeabl. ABTOMO-
OMI IIEPEBEPHYIIN HAlll MUP U TOKE HOPOJMINA HOBBIE YTPO3bI —
aBapuu, CMEPTU Ha JIOPOTax, 3ar pA3HEHNE BO3/lyXa U P/l APYTUX.

Bce aTm yrposel okasanuch HOBBIMM JJISl CBOETO BpeEMe-
Hu. 1 B 3TOM uX ommuurenbHas ocobeHHocTh. Ilepsoe Bpe-
Ms MaJIO KTO IpHUaBa CylMeCTBEHHOE 3HAYEHUE BO3POCIIei
CMEPTHOCTH Ha JIOPOTaxX B Pe3yabTaTe aBTOMOOUJIBHBIX aBa-
puii. 1 noHnmManue, Kak ObITh € 3TOH IPOOJIEMOA, TPHUIILIO Ja-
JIEKO He Cpa3y, BeJib HU Y KOTO He ObLIO TOTOBOTO PEIEHNs, KaK
C 3TOI1 yrpo30ii 60pOThCs, — OHA ObLIA HOBAS JJIS BCETO MUPA.
Hama HpIHemHAs 3pa — nHPOPMAIMOHHAS — He UCKTIOYEHHeE.
Omna TOX€e TPUBHOCUT CBOM U, UTO CAaMO€ BaKHOE, HEH3BECT-
HbI€ paHee YTPO3bl.

Ho ecTnb eme oguH BaxHbIN QaxTop yrpos. C nossieHneM
KaXKJIO ciefyiomeil 0GHapy:KUBAJIOCh, YTO OJHU CJIoU 0bme-
CTBA OKA3bIBAJINCH MEHEE MOJATOTOBIECHBI U UMETU MEHBIIYIO
CIIOCOOHOCTD AJANTUPOBATHCSA U NPOTUBOCTOSITH YTPO3€E, TO-
I7ia KaK Jpyrue, Ha060poT, ObLIH 601€ee IOArOTOBIEHBI U 001
Alaay GOJBIIMMU BO3MOKHOCTSIMU CIIPABUTLCS C Heil. B Hame
BpEMs 3TO 3BYUUT KaK caMO COOOH pasymelomieecsi, HO paHb-
1Ie 6BLIO HE TaK: PUCK IIOCTPAAATh B JOPOKHO-TPAHCIIOPTHOM
IPOMCIIECTBUH BBIIIE Y TEX, KTO €[€T B ABTOMOOMJIE NJIU HAXO-
autcs rae-to pagom. Ceifuac 3To BceM NOHATHO. B Hauae xe
XX Beka IemexoAbl U He AyMaju, YTO OHU TOXKE «yUaCTHM-

K1 TOPOKHOTO ABMIKCHUA» U 9TO B CBA3U C 3TUM KOJINICCTBO
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Mpeancnoswe napTHepa nsaaHns

YIpo3 A1 HUX BO3pocJo. Ilepsble sckamaTopbl BOCIPUHUMA-
JICh KaK aTTPAKIIMOH, U JIOJM, MOJb30BABIIMECH UMU, ObLII
CPOAHM CYACTIMBYMKAM, KOTOPBIM JOBEJOCH ITPOKATHTLCS
Ha HOBOM HH’KEHEPHOM COOPYKE€HMHU, 2 HE I0Jb30BATENAMU
TEXHUYECKOTO CPEJICTBA ITOBBIIIEHHON OITACHOCTH, KaK ceifyac.

HNudopmanuoHHble TEXHOIOTUN TOXKE MOPOXKJIAIOT yrpo-
3p1. Crapoe 06poe «ymaJ cepBep» U «THIKHYTb MBIIIKOM» JKH-
BET yxe Oosee 25 J1eT, HO TeM He MeHee JJIsI MHOTUX OCTAeTCs
HEMOHATHBIM ;kaproHoM. Yero yxk ropoputs o ¢umunre, SSL
u ceprudurarax noanucu. OTYacTH 3TO OOBACHAETCA CTPE-
MHUTeNbHOCTBIO pas3sutus IT, a oTyacTu UX CJI0KHOCTBIO —
BeJb MH(OPMAIMOHHbIE TEXHOJOTHH TPYAHO BU3YaJINU3UPO-
BAaTh U NPEJCTABUTDL. ITO CILIONIb AOCTPAKIUH U JKeJe3Has,
HO IIOPO#i OUEHD CJI0KHAS JIOTUKA.

U1 ocHOBHAs KaTeropus pucka B UHPOPMAIIMOHHBIX TEXHO-
JIOTHAX — 3TO JIOAHU, JUIi KOTOPBIX BCE 3TO HE ABJIAETCS MPO-
(eccuei mm xo66u. Kak cirencrsue, oHI He BIAJEIOT ClIEIUa-
JIM3UPOBAHHBIMU TEPMUHAMU U HE CTIOCOOHBI OLIEHUTD, KaK1e
PUCKM MOTYT HECTH Te JEHCTBHSA, KOTOpPblE OHU COBEPUIAIOT.
B 0co6y10 mogkaTeropuio Mo;xKHO BBIAEIUTD JIOZEH MOKUIOTO
BO3pACTA: Yy MHOT'MX U3 HUX KOHCEPBATU3M U TPAJUIIH OOe-
KIAIOT XKeJTaHKE JIePKaTh PYKY Ha ITyJIbCe U HOCIIEBATD 3a CTpe-
MUTEJbHBIMU IIEPEMEHAML.

dTa KHUTA ITOMOKET HOBHYKAM, JKEJAIOUWUM OOJIbIIE I10-
HUMaTh 00 MH(pOPMAIMOHHON 6€30MaCHOCTH, NPOJBUHYTD-
Cs B CBOUX MO3HAHUAX B 3TOM obmacTu. OHa GyzeT mosesHa
U OIBITHBIM NpOgeccuoHasaM, KOTOpbIE IOYEPIHYT B Hel
MHOTO MHTEPECHBIX JeTajJell U HOBBIX IOJXOAO0B K IPUBBIY-

HBIM BelllaM.
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MpeancnoBue NnapTHepa nsaaHus

B mo6om ciyuae, kem 6bI HU ObLI YUTATENb, 3AHUMASACDH
WUIH TIPOCTO MHTEPECYACh BOIIPOCAMU NH(OPMAIHIOHHOI Ge3-
OIIACHOCTH, MBI JIeJJaeM 3TOT MUp Jydine u jgobpee. JooGbie
3HAHMA B 9TOU 0OJACTU IOMOTYT OOIECTBY Pa3BUBATLCS J1aJTb-

1€, a He3al[UIEHHBIM IPaK/aHaM )KUTh 9yTOUKY CIIOKOIHEe.

Dédop Jbap,

Kommepueckui Oupexmop xomnanuu Koo besonacnocmu»

MounTatb onncaHwe, peueH3nn 1 KynuTb Ha caiite M®da



http://www.mann-ivanov-ferber.ru/books/kiberbezopasnost/?utm_source=nkk&utm_campaign=read-chapter&utm_content=kiberbezopasnost

BesepneHune

CTtpaTternyeckoe
PYKOBOACTBO

no undpoBomy
yrpaBNeHuIo

3a mocienHee JecAaTuaeTre IUGPPOBU3AIUA OKOHUATEIBHO
3axBaruaa Mup. M XoTsa mpaBuTeIbCTBA, KOMIAHUU U O0IIe-
CTBEHHBIE OPraHU3AIMU TPATAT MIJLIUAPABI JOJIAPOB HA KH-
6ep6e301acHOCTh, (DMHAHCOBBIE IIOCJEACTBUSA Kubeprpe-
CTYILIEHUI PacTyT MPONOPIUOHATILHO NHBECTUIUAM B MEPBI
3AIUTHI.

OTKpBIB ra3eTy B JI0OOH TOYKE MUpa, Bbl HABEPHAKA Haii-
JeTe UCTOPUIO O KaKOU-HUOYAb COKPYIIMTEJIbHONU KHOepaTa-
ke. Hanpumep, B 2016 roxy, B pesysibrate kubeporpabaeHus,
Lentpobank B Banrmazem sumpics $81 MaH — 3HaUYUTE Db
HOU YaCTH BATIOTHBIX pe3epBoB crpaHbl. B 2017 roay rpyn-
mupoBka The Shadow Brokers (unm kTo-To oT ee mmeHn)
IOXHUTHUJIA HECKOJIBKO BaKHBIX Pa3paboToK AreHTCTBA HAINO-
HaabHOU 6e3omacHocTu CIHA. Cpenu ykpajieHHOTo ObLT MH-
crpymenT EternalBlue, koTopblil Xakeppl 3aTeM HCHOTIb30Ba-

J, 9TOOBI 3anycTuTh BUpyc WannaCry. 9ToT yepBb 3apasu
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BeeneHune

6oxee 230000 komnbioTepHBIX cucteM B 150 cTpanax, a yobIT-
K, 110 OIleHKaM, coctaBuiu okoso $4 mipxa. B 2018 roay ro-
CTUHUYHAs umrepus Marriott oObsABHIA O B3JIOME CBOEH
cucteMbl 6poHMpoBaHK Starwood 1 06 yTeuke JMYHOHN U Ppu-
HaHcoBoi mH(popmanuu 500 MaH rocreir. A B3jTOM MHAMIA-
CKOIl HAIMOHAJTBbHOU uAeHTHU(UKanuoHHOU 6a3pl Aadhaar
HO3BOJIMJI XaKepaM YKPaCTb JIUYHbIE, (PUHAHCOBbIE U GUOMET-
pUYeCKHe JaHHbIE IPAKTUYECKH BCETO HACEJNEHUs CTPAHBI —
1,1 mappa rpaaaH.

OueBuHO, C 5TUM HYXKHO YTO-TO J€JIaTh.

Ham onbIT KOHCYIBTUPOBAHUSA KJIMEHTOB II0 BCEMY MUPY
HOKa3aJl: KJIoyeBas IPUYNHA, 10 KOTOPOU MIULINAPAHbIE MH-
BECTUIINU B KH6EPOE30IACHOCTD 0 CUX ITOP HE OKYIHJIHCH, —
BCE YIOPHO 3aIMKJIMBAIOTCS HA TEXHOJOTMYECKOU CTOPOHE
npo6yiembl. B 1eHTpe BHMMaHUs — IJIaBHBIM OOPa3oM KOM-
HBIOTEPHI ¥ KOMIBIOTEPHBIE CHCTEMBI, @ TAK:KE UX VA3BUMO-
CTH, 2 He OU3HEC-PUCKU IS KOMIAHUN M CTPATErHYecKoe
yIpaBJI€eHUE B IIETOM.

KoHe4Ho, y Takoro moaxoga €cTb IPUYUHBI — KAK UCTO-
puueckue, Tak u jgorumdeckue. IT-cnenmanmucTsl nmepspIMu
CTOJIKHYJHCD C BollpocaMu kubepbesonacHocT. OHU cocpe-
JOTOUMJIMCH Ha OCOOEHHOCTAX aTaK M MEXaHU3MaX 3al[UThI,
a Tak)e Ha TOM, KaK C/[eJIaTh ONEPAIMOHHYIO CUCTEMY MEHee
ya3BuMoii. /la n B npuHIuIe 6e3 KOMIBIOTEPOB HE ObLIO Obl
KHOEPPUCKOB, TAK YTO TEXHOJOTUIECKHUE ACTIEKTDI, HECOMHEH-
HO, Ba:KHbI. M3iumHuil Gokyc Ha ycTpaHEeHUU yA3BUMOCTEH
CO0JIA3HUTEILHO OMTACEH UMEHHO IIOTOMY, 4TO B 3TOM €CTh pe-
30H. Ho 1o psifly npu4nH aKIieHT Ha TEXHOJIOTUAX B KOHEYHOM

CUYETE HE IIOMOTACT INIOBBICUTD KI/I6€p6CSOHaCHOCTI), a CKopee
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CTpaTernyeckoe pykoBoaCTBO Mo UMbPOBOMY YNpaBneHuno

Ha060pOT — MOAPBIBAET HAJEKHYIO 3AITUTY, KaK ObI Mapaok-
CaJIbHO 3TO HU 3BYYAJIO.

Hu y ogHOIT KOMITAaHUN HET PECYPCOB, YTOOBI PENIUTD BCE
TEXHOJIOIMYECKHE TIPO6IEeMBI B 3TOH 06,1aCTH, 12 ¥ HE BCE HC-
IpaBJIEHNUsA OAMHAKOBO IEHHBbI. TOJNBKO ONpEAEeNUB KIIOYe-
BbI€ IIPOLECCHI Bamlero OM3HECA M IPOAHAIM3MPOBAB, KaK
KHOEpyrpo3pl MOIYT UM HaBPEAUTD, BbI PACCTABUTE IPUOPU-
TETBI TPAMOTHO U CyMeeTe IPUHATH Mephl. Kpome Toro, korza
CIIEIIMAIHICTRI TI0 KN6epOe30MacHOCTH BHUKHYT, Kak NMEHHO
(PYHKIIMOHMPYET Ball GM3HEC, OHU TOXKE CMOTYT A€HCTBOBATDH
npasuibHee. B wacTHOCTH, UM yAacTca M36€kKaTh PElIeHHi
U JICUCTBUH, KOTOpPbIE, KAKMMH Obl OJIarMMHM HaMEPEHHAMU
HU JUKTOBAJINCD, HE CHIKAIOT PUCKOB, a TIOPOM, HA0OOPOT,
YBEINYUBAIOT UX M JIOMAIOT OT/IaKE€HHBIE OU3HEC-TIPOLIECCL.

Crnenncuka TexHonornit Ku6ep6e30nacHOCTU U A3BIK, KO-
TOPBIM O HUX TOBOPSAT, — 3a4aCTyIO MOHATHBIA TOJBKO MPO-
deccoHasaM — TOXE WIPAIOT CBOIO POib. TexHmueckn
HE IOATOTOBJIEHHBIM CTEHKXOJJepaM, HAIpPHMEp PYKOBOJ-
CTBY KOMIAHUY, HEPEJKO TPYJHO BCTABUTL CBOE BECKOE CJIO-
BO IpH 0OcyxaeHnn kubepyrpos. Ho ecan guckyccun 6yayT
HAUMHATbLCS C 3AIUTHI KAK ONEPAIOHHOM, TaK M CTpaTeruye-
CKOIi IeATeIbHOCTU, HauboJiee IEHHOM /I Ballero 6u3Heca,
CUTYaIMs U3MEHHUTCS. JTO MO3BOJIUT BaM U BAITMM KOJIJIETaM
II0 COBETY AUPEKTOPOB KOHTPOJIMPOBATH YIIpaBJIeHUE KHOep-
pUCKaMU.

Tosnpko HauaB ¢ ONEHKM KPUTUYECKU BaKHOU Ou3HeCTes-
TEJBHOCTH, @ HE C TEXHOJIOTHH, Balla KOMIIAHHS MOHMET, KaK
BBICTPOUTD AJEKBATHYIO CHCTEMY KHOEPOE30MacHOCTH: Ka-

Kue IIporpaMMmbl KYIIUTb U KaKHC ﬂeﬁCTBHH IPEAIPUHATD.

1=
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BeeneHune

Wznumuanii okyc Ha TEXHOJOTHAX TAKXKe OTBJIEKAET BHU-
MaHUe OT APYrux (pakTOpPOB, BIUAIOMUX Ha 3P(HEKTUBHOCTD
HPOAYKTOB KNOEPOE30IIACHOCTH B 3HAYUTEIBHO OOJIBIIEH CTe-
HEHH, YeM CJIOKHOCTD X (pyHKInoHama. Ciofa OTHOCATCA MO~
TUBAIUSA, CTUMYJIBI M IPUOPHUTETBI JIOAEH, KOTOPBIE NOJIb3Y-
IOTCSl STUMH NPOAYKTAMH WM UI'PAIOT MHYIO POJb B 3aIHTE
KOMITAHWMU.

MbI He pa3 CTAJIKMBAIUCD C CUTYAITUSAMH, KOT/A, HAIIPIMeEP,
COTPYAHUKY CO3HATEIBHO OOXOAMIIM MEPhI GE30IIACHOCTH, Me-
aomue uM padborarsb. IHOTIA MBI Tak:Ke HaOIIOAAIH, KAK CIIe-
ITMAJIACTBI OCTA0JISAIN KMOEP3amuUTy, 4TOObI N30€XKaTh JONOJ-
HHUTEJIbHON HATPY3KH U JIABJIEHUS KOJUIET: BBICOKHUI YPOBEHb
Kn6epOe30acCHOCTU BbI3bIBA JIOKHBIE TPEBOTM MM HApY-
mra 6usHec-nporeccel. To, HacKoIBKO 3PPEKTUBHO paboTaeT
KOMaHJa KNO6epOe30IacHOCTH, 3aBICUT OT €€ MeCTa B CTPYK-
Type KOMIIaHUU. Ecim y pykoBoicTBa Apyrue mpuopuTeThI, Co-
TPYAHHUKH, OTBEYAIOmUE 32 GOPBOY € KHMOEPYrpo3aMu, MOTYT
He TIOJTyYUTh HEOOXOANMOro (PMHAHCHPOBAHUS 1 IOTHOMOYHI.

Ecymm koMmanust co6upaeTcsi COBEpPIIEHCTBOBATH KHOep3a-
ITUTY, HEOOXOAUM IPABUIBHBIN KaTAJIM3aTOP — y4acTUE PYKO-
BOJICTBA, BAllle y4acTUE B TOM 4ducje. MbI cuuTaeM, 4To B OC-
HOBE MHOTHX IIP06JeM KnOGepOEe30ImacHOCTH JIeXKaT Caabble
CTOPOHBI KOPIIOPATHBHOTO YIPABJICHH, 4 3HAYUT, IOBBICUTD
ero 3((peKTUBHOCTH — JIYUIIHH CIIOCOO HUBEINPOBATH PUCKH.

VYrpasienne knb6ep6e30macHOCTBI0 HAYMHAETCS «CBEPXY»,
C COBETA AUPEKTOPOB U TOI-MeHekMeHTa. OTCIofa OHO pac-
IPOCTPAHAETCS HA BCIO OPTAHMU3AIUIO, YTO BJIEUET 3a COOOI
KaK CMeIeHHEe OTBETCTBEHHOCTH (OT TEXHUYECKHUX CIIeIra-

JIACTOB K BBICHIEMY pYKOBOI[CTBY), TaK M CMCHY YyIJIa 3pCHUA

1z
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CTpaTernyeckoe pykoBoaCTBO Mo UMbPOBOMY YNpaBneHuno

(c TexHONIOrMIA HA GU3HEC, €TI0 HPOLECCHI, CTPATETHIO U KPYII-
HbIE CTABKH, a TAK)KE PUCKH, BLI3BAHHBIE KNOEpaTaKaMu).

BbI IpezicTaBiseTe KIiou4eBble MHTEPEChl KOMIAHUHU B JI0JI-
rOCPOYHOI epcreKkTuse. Bol oTBEYaeTe 3a ee COCTOSHNUE, Pas-
BUTHE 1 POCT. Y BaC €CThb IIOJTHOMOYNS, YTOOBI MHUIIUHPOBATD
HepeMEeHBI B 00mel cTpaTeruu Kubep6e30macHoCTH. Bol Mo-
JK€Te BMEIIAThCS TaM, IJle He CIPABJISIOTCS PHIHOYHBIE MeXa-

HH3MbI 1 HE ITIOMOT'A1OT IIPABUTECIbCTBCHHDbIC IIOCTAHOBJICHU .

CtpaTernyeckoe undpposoe
yrnpaB/eHune

MHorue jupexTopa roBOPHIM HaM, YTO KHOEpOE30MacHOCTh —
cepa cnoxnas, ecnu He HenocTHKUMasA. OHM IPU3HABAJIKC,
4TO NPUHUMAIOT MHBECTUIMOHHBIEC PENICHUsA, HE ONUPAACDH
Ha HaJle;KHbIE JJAHHbBIE U HE JI0 KOHI[A IOHUMas CYyTh T€X WJIN
MHBIX TeXHOJMOruil. MHOrue CuuTaIoT, 4TO KpUBasg 06ydaeMo-
CTH B 3TOH OOJACTH CJIMIIKOM KPYyTa; JPyrUe pPacCKa3bIBAIOT,
4TO HE 3HAIOT, KAKKE BOIPOCHI 33/[aBaTh U KaK OLIEHUBATH OTBE-
TbL. YacTO PyKOBOACTBY MPUXOAUTCA IIOJAraThCs HA IIPOCTPaH-
uple 3aapiaenus IT-otena nwm komManbl KMO6EepOE30IMACHOCTH
B JIyXe «3/IeCh BCe B IOPs/Ke, HO HYKHO 1opaborars Tam». [og-
KOBaHHbIE B TEXHOJIOTHAX PYKOBOAUTEIH, BO3ZMOXKHO, U 3aHU-
MAIOTCs IIPO6IEMOI rpaMOTHEE, HO 1aJIeKO He BCEr/a.

Tax He NOMKHO OBITH, HO BBI MOJKETE YIYUIIUTH CHUTYya-
IIMIO, TPOCTO BBIIOJIHAA CBOM OOA3AHHOCTH 110 yIPABICHUIO
u KkoHTpomo. Haazop 3a kubep6e30nacHOCTHIO B UEM-TO CXOK

¢ «apdekrom HabMOAATENs» B KBAHTOBOW (pu3MKe, Korja
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HaOJTIoZIeHHE 32 COOBITHEM BIMAET Ha €T0 pe3ynbTaT. Bamm 3a-
IPOCHI MOTUBHUPYIOT KOMIIAHMIO OOpaINaTh BHUMaHMUE HA CO-
OTBETCTBYIOmMUE (PaKTOPBI M MPOIECCHI M TPOBOJUTH aHAJIN3,
710 KOTOPOTO B IPOTUBHOM CJIy4ae He JIONLIN Obl PYKHL.

B3sB Ha ce6sl OTBETCTBEHHOCTD 3a KNOEPOE30IIACHOCTD, BBI
He JIOJKHBI HECTH ee Kak Opemsa. HecMoTps Ha pacxoxee MHe-
HIE, 4TO 3TO CJIOXKHAS /I IOHUMaHHA cpepa, HaIll OIIBIT ITOKa-
3bIBAET: OHA — Y/IeJ He TOJbKO TEXHMUYECKHUX IeHneB. XOTS 10~
Tpy:K€HHE B BOIPOC, GE3YCJIOBHO, BAXKHO, I 3PPEKTUBHOTO
YIIPABJIE€HUS ¥ KOHTPOJIA BaM He HY)KHO ITTYOOKO pa3buparhCs
B 11pobsieMax kubepbesonacHocTH. Iloyuenue cooTBeTCTBYIO-
IIeT0 0Opa30BaHNUSA JACT OTPAHIMYEHHbIE IPEUMYIIECTBA, OTHU-
MET MHOTO BPEMEHHU — U He (PAKT, YTO IIOMOXKET Ha IIPAKTHUKE.
A BOT B X0Ji€ TIPUBBIYHOI IeATEIBHOCTH B COBETE IUPEKTOPOB
BBI TOYHO TPUOOPETETE HEOOXOAUMBIE 3HAHMS.

YroO6bI TOMOUYB BaM, MBI pa3paboTain pyKOBOACTBO IO CTPa-
TErn4ecKoMy ylpasjieHuio B Iudposoit cpepe. Hama cucre-
Ma BKJIIOYA€T YeThbIpe 6a30BLIX NPHHIMIA, TPU KJIIOYEBBIE
33/la4 U HECKOJBKO NMaMATOK-TIOMOITHUKOB. IIpuHIUIbI 10~
MOTYT BaM COPUEHTHPOBATLCS HPU OOCYXKIEHHHM BOIPOCOB
Kn6ep06e30MacHOCTY U MPUHATHM PEMeHni. 3a1aun KacaloT-
csl HanboJlee BaKHBIX JJEHCTBUH, KOTOpbIE KOMITAHUS JJOJIKHA
NPEeNPUHATS, U JAI0T OCHOBY I KOHTpous. [lamaTku conep-
’KaT PsAJ BOIPOCOB-IKOPEH, 00JErdaionux HCIOJHEHUE Ba-
IIMX Ha30PHBIX PyHKIUIL. BHEApHB 3Ty cucTeMy nudposoro
yIIpaBJI€HNUs, BbI CTAHETE JHUJEPOM B 0061acTu Kubepbesonac-
HOCTU M HAYYUTECh CTABUTDb IEPEJ KOJIETaMH MPABIIbHbIE
BOIIPOCHI, @ TAKKE MHTEPIPETUPOBATH MH(OPMAIIUIO, KOTO-

PYyIOo OHH1 BaM IIPEAOCTABJIAIOT.
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MpuHuunnobi

— Ecau 6v0 ne nonumaeme, 3navum, 8am nioxo obsacuuiu. Py-
KOBOJCTBO M COTPYZHUKM Ballero OTAeNa Kubepoes-
OIIACHOCTU O0SA3aHBI MPEAOCTABIATh BAM MaTEPHAJIbI
1 OTYETHI B (hOpPMeE, JOCTYITHOIN NOHUMAHHIO HeCTIeIna-
JIUCTOB.

— Haxony 6ceeda busnec. Bce Bompoce! Ku6ep6e3omnacHOCTH
HAYMHAIOTCA U 3aKaHYMBAIOTCS MpodieMaMu Ou3Heca
U PUCKaMH, CBA3AHHBIMU C €TO IPOIECCAMU U CTpaTe-
TU€ll, a He ¢ KOMIBIOTEPAMU 1 HX YA3BIMOCTSIMHL.

— Kubepbesonacrocms doasicna 0vims y 6cex na cayxy. Pado-
que TPOIeCcChl KOMIIAHUHY, €€ JeSTeIbHOCTD U CTPYKTY-
pa — Bce JOJKHO OBITH HEOTPBIBHO OT 3a60ThI O KHbep-
6e3omacHOCTU. BeIBOUITE €€ U3 TEHH, OHA — HE IPOCTO
YacTh YHETO-TO (PYHKIMOHAIIA.

— He sabwisaiime o momusayuu. 3HaWiTe, 9€ro XOTAT BAIIU
corpyauuku. Ilpasuibno motusupyiite ux. Ilycts onn
TOXe OyyT 3aMHTEPECOBAHBI B 3a00Te 0 KHOepbesonac-

HOCTH.

3apauu

YnpaBneHue knbeppuckamu

9To Hambolee BaKHAS 3ajada; BCE OCTAJbHBIE OIMHMPAIOT-

Cd Ha HEE€ M 3aBUCAT OT YETKOI'O IIOHMMAHUA HOC]IeL[CTBI/Iﬁ

1n
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kubepaTak. IPQPEKTUBHOE yIIpaBIeHHE KUOEPPUCKAMU Tpe-
OyeT rpaMOTHOI OI[EHKM B3aMMOCBSI3€i MKy Hanboee 3Ha-
YUMBIMU OU3HEC-PUCKAMU JUIsl KOMIIAHUH, TUITAMH KUOepaTax,
KOTOPbIE MOTYT UX BBI3BATb, U MEPAMH, CIIOCOOHBIMU IIPEAOT-
BPaTUTb WJIM MUHUMU3HAPOBATD 9TU PUCKH. 9(13(1DCKTI/IBH})II>'I
KOHTPOJIb BKJIIOYACT BbIABJICHUC 1 YICT BCEX HETCXHUYCCKUX
(aKTOpOB, KOTOpbIE MOTYT CBECTH Ha HET Jla’ke CaMble MOII-

HbI€ TEXHOJIOTUH.

3alwmTa KoMnaHuu

Bbl cymecTBeHHO ykpenuTe CHCTeMY KnOepOe30IacHOCTH,
ec/M 3a/IefiCTByeTe JOMOTHUTENbHbIE HHCTPYMEHTBI: IPaMOT-
HBII MOAXOJ, K OPraHU3AIOHHON CTPYKType KOMIIAHUY, BBI-
CTPaMBAHUIO €€ PabOYHX MPOIECCOB M KOPIIOPATHBHOH KY.Ib-
Typbl. He MeHee BaXXHO yUMTBIBATH MOTHBAIIUIO ¥ MHTEPECHI
COTPYAHUKOB, a IPOIIECC OLEHKH YIPO3 JOJKEH MPEAIOIaraTh
OTBETHI Ha BONpPOCHL: «Hackombko MbI Tenmeph B 6€30macHoO-
cru?» u «Hackombko Mbl GygeM B 6e30omacHOCTH 3aBTpar>» Kop-
PEKTHBII CTATyC KOMaHJbI KNOEPOE30IACHOCTU B CTPYKTYpe
KOMIIAHUY ¥ TIOHUMaHUe, HYX/IA€TeCh JIM BBl U BAIIM KOJLJIE-
TU [0 COBETY AUPEKTOPOB B JONOJTHUTEIbHON KUOEPIKCIIEp-
TH3€, — TaKKe BaKHbIC (akTopbl. VIMEHHO OT MeXaHU3MOB
MO0TYETHOCTU 3aBUCHUT Ballla BO3MOXKHOCTD MOJNYYaTh II€H-
HYI0 HH(OPMAIIIO, HEOOXOAUMYIO /I IPUHATHSA 000CHOBAH-

HBIX PENICHU.
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JlnpepcTBo B KpUsnuce

XoTs KOMIIAHUS He JOJUKHA IpeHeOperaTh NPeBeHTHBHBIMU
U 3aIUTHBIME MEPAMHM, Jy4llle OBITH BO BCEOPYXKUU: BJPYT
KPU3UC, BBI3BAHHBIN KNOEPATAKOM, BCe XKe TPSHET? 3/eCh HO-
MOTYT IIAHHMPOBaHME, IIOATOTOBKA M KOOPAHMHANUSA B JBYX
B3aMOCBSI3aHHBIX 00JaCTAX. Bo-IIepBBIX, KOMIIAHUN HEOOXO-
JAUMO HAyYUThCS PACIIO3HABATD ATAKU U 3AI[UIATHCS OT HIX —
JUISL 3TOTO HY)KHA KBAJIU(HIMPOBAHHAS KOMAHJA Pearupo-
BaHUA. BO-BTOPBIX, TOI-MEHEKEPBI JIOJKHBI BCTATDh Y PYIIs
BO BpeMsl KHOEPKPHU3UCA, TO €CTh IIOHUMATh, KAK OTHOCHTb-
€SI K TeM MJIA MHBIM CUTYaIUsM U KAKUe PelIeHUs IIPIHUMATD.
Hcnonpays co6panHyio MH(POPMAIUIO U MaTepHaIbl, pa3pa-
OOTaHHbIE B IPOIECCE CHIKEHUS PUCKOB, PYKOBOAUTEIN CMO-

TyT HAMETUTD IUTaH JE€HCTBUAN 3apaHee.

MamaTtku

Kaxaaa mamMaTka coCTOUT U3 YeTbIpex 3j1eMeHTOoB. IlepBoIii —
3aIpOoC, KACAIONIUICSA TOM NI MHOM 3a/iady B 001aCTH KHOep-
6esomacHocTu. POPMYIMPOBKU HPUBEAEHBI TaK, YTOOBI BBI
MOIJIY Cpa3y UX UCIOIb30BaTh. BTOpOI aeMeHT — KpaTkoe 06-
OCHOBAHUE 32ITPOCA C TOYKU 3PEHNUS 3AIUThI Ballel KOMITaHUN
U JIeATeIbHOCTHU TI0 yIpaBJIeHno kubeppuckamu. lanee npu-
BOJATCS IPUMEPDI ¥ OIUCAHUS JJOKYMEHTOB, OTBEYAIONMMUX 32-
npocy. [locnennnit snemenT — AeicTBUA, PEKOMEHIOBaHHbIE
JUISL KOHTPOJIA 3anpoca. YToObI NCIOIb30BATh MAMATKHU, OIIBIT

B TEXHUYECKOM anepe HC HYKCH. 3aro 3T MaTepUuaIbl IOMOTYT
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BaM BCECTOPOHHE ONEHUTD 3(P(PEKTUBHOCTD YIPABJIEHHUS B 00-
JIACTU KNOEpOE30MaCHOCTH ¥ KUOEPPUCKOB.

Kak nonb3oBaTbCs KHUIOMN

Mpb1 HammcaIu 3Ty KHUTY, 9TOOBI IIOMOYb BaM KakK PyKOBOJIU-
TeJII0 KOMIAHUU OCYIIECTB/IATh KOHTPOIb HaJl TIOJUTUKON Ku-
6epbesomacHocTy. ITockoabky aTa 0653aHHOCTD TpedyeT yua-
CTHUSI MHOTHX BalllUX KOJUIET, 31€Ch TAKXKE €CTh PEKOMEHJAlluH
UCTIONTHUTEIBHBIM JUPEKTOPAM M PYKOBOAUTENSAM, OTBEYAIO-
UM 32 KHOepOe30MacHOCTD, — KaK M0 3aIUTe KOMIAHIU, TaK
U TI0 BBITIOJTHEHUIO UX O0SI3AaHHOCTEH IIEpeJ BAMU 1 COBETOM JIHI-
pekxTopoB. IIpUHIUIBI U COBETHI, N3NOKEHHDIE B KHUTE, IPH-
MEHUMBI U B IPYTUX THIIAX OPraHU3aIMI, B TOM YHCJIE TOCYAap-
CTBEHHBIX YIPEXKAEHIAX M HEKOMMEPUECKHUX OPraHU3aIUX.

B xuure ueTnipe pasjena. Kaxplit BHOCUT BKJIaJ B Balle
INOHUMaHKe KH6epOE30MacHOCTH U TOT0, YeMy HYKHO YAETHTh

BHMMAHUE B 3TOM cepe.

— IlepBas uactb, «[Ipo6rembl», pacKpbIBaeT HPUYUHBI,
0 KOTOPBIM MEPbI B 00/1aCTH KMOEPOE30IacHOCTH 110~
poit HeadpeKTUBHBI, @ Pa300pPaThCs B TEME TAK CJIOXK-
HO. BBl cMOXeTe KpUTUYECKH B3MISHYTh HA pENICHMU ,

NPUHUMAEMbIE BaIIE KOMIAHUEMN.

— Creayomasa 4acTb paccKas3bIBA€T O YETHIPEX INPUH-
nunax nugposoro ynpasienud. Mmu Bbl cmoxere

PYKOBOACTBOBATHCA, IPUHHMAA PEUICHUI B obacTu
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CTpaTermueckoe pykoBOACTBO MO LIMGPOBOMY YNpaBeHnto

Kn6epOe30IacHOCTH, — OCOOEHHO €CJIU CTOJKHETECh

C HOBbIMHM 1 HEOKUJTAHHBIMU HpOG]ICMaMI/I.

— Tperbs 4acTb NOCBAIEHA OCHOBOIIOJNATAIOIIUM 33Ja-
4yaM B obsactu kubepbesonacHocTu. Bama koMmaHusa
JOJIKHA UX PEMaTh, 4 BbI — KOHTPOJHPOBATD IIPOLECC.
Kaxnas 3ajjaya sarparuBaeT BasxkHelmue (paKTOphI, He-
00XOIIMBIE JJIs JOCTHKEHUS YCIIexa, HO 9acTo yIycKae-
Mbl€ U3 BUJY.

— 3aKIoYnTeNbHBIN pasgen, «[lamaTku», BKIIOYaeT mO-
ApPOOHBIE TAOIUIIBI, KOTOPBIE IIOMOTYT BaM IIPOBEPHTD,

KaK KOMITAaHU S CHIPABJIICTCA C 3aJa9dMU.

B xHMre MBI TaKkKe PacCKaKeM O HallyMeBIIUX Kubeprpe-
CTYILJIEHUAX U MPUBEJEM IPUMEPBI U3 COOCTBEHHOTO OIbITA
paboTel. Bce 3TO mpu3BaHO MOKa3aTh, KAK MPUHIMIIBI M Me-
TOJ(bI IIM(POBOTO yIpaBAeHUs pabOTAIOT B PEATbHON KU3HH,
a TakkKe K KaKMM IOCJIEJCTBUSAM MOKET IPUBECTH HEBHUMA-

TEJIbHOE€ OTHONICHME K HUM.
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